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Abstract—This paper presents a novel physical-layer security
approach to protect the information exchanged in a wireless
communication system based on OFDM. In this method, QAM
symbols that are fed into the IFFT block are split into two subsets.
The first subset of symbols is placed on non-scrambled (indexing)
subcarriers, whereas the remaining symbols are transmitted on
scrambled (data) subcarriers. Based on the bits placed on the
indexing subcarriers, a permutation matrix that defines the
(data-based) scrambling sequence of the data subcarriers is
determined using an algorithm that is known a priori between the
transmitter and receiver. The mapping between indexing bits and
scrambling sequences is designed to minimize error propagation
when there are erroneous received indexing bits (i.e. Gray-mapped
sequences). Closed form formulas that approximate the Bit Error
Probability (BEP) of the baseline (non-scrambled) and proposed
(scrambled) OFDM transmissions are determined for different
link configurations. The impact of the proposed physical-layer
security scheme on the BEP is minimal, while increasing notably
the number of combinations that an eavesdropper must check in
order to execute a brute-force search attack.

Index Terms—Physical-layer security; wireless communica-
tions; OFDM; subcarrier scrambling; performance analysis.

I. INTRODUCTION

The broadcast nature of wireless communication sys-
tems makes them inherently vulnerable to eavesdropping,
as non-authorized receivers can intercept the data traffic if
they lie within the coverage range. Conventional Orthogonal
Frequency-Division Multiplexing (OFDM) is the dominating
waveform in contemporary mobile (LTE/4G and NR/5G) [1],
[2] and wireless (Wi-Fi) communication standards [3]. Never-
theless, OFDM is highly vulnerable to these attacks due to its
distinctive stochastic characteristics (i.e., time- and frequency-
domain correlations and second-order cyclostationarity) [4],
which can be exploited by an eavesdropper to estimate the
transmission parameters and infer the transmitted information.
Therefore, built-in security features that are backward compat-
ible and easily incorporated in such systems are highly desired
to tackle the security flaws of OFDM while taking advantage
of its high spectral efficiency and robustness against multipath.

This work received funding from the Spanish ministry of science and
innovation under project IRENE PID2020-115323RB-C31 (AEI/FEDER,UE)
and from the Deanship of Scientific Research at Jordan University of Science
and Technology, Irbid, Jordan.

Communication systems traditionally rely on upper layer
security techniques to encrypt, at the bit level, the exchanged
information between authorized users [5]. Upper layer security
ensures protection based on the assumption that the compu-
tational power that a non-legitimate user needs to break into
the communication is limited. However, exploiting the limited
received signal power that an eavesdropper observes, physical-
layer security (PLS) approaches have emerged to complement
cryptographic security schemes under the umbrella of layered
defenses [6]. PLS techniques exploit the fact that: a) The
signal-to-interference-plus-noise ratio (SINR) of the eaves-
dropper is lower than that the one of the authorized receiver
(i.e., keyless SINR-based approach); b) The properties of the
shared channel between authorized transmitter and receiver,
which are unique and can be used to generate the secret key
for encryption (i.e., key-based approach) [7]. Although these
PLS techniques can enable high levels of security, many of
them are computationally complex and hard to implement.
Moreover, they may require considerable changes of the hard-
ware and/or protocols of the wireless system, which are usually
incompatible with the OFDM-based communication standards.
Therefore, this paper proposes a backward compatible PLS
scheme with no spectral efficiency loss, where the loading
order of OFDM subcarriers is scrambled based on the data bits
placed on the predefined subcarrier subset. When compared to
the proposed technique, most previous PLS works suffer loss
on the spectral efficiency and/or significant added complexity.

Subcarrier ordering techniques have been recently proposed
for enhancing the security of 5G and beyond wireless sys-
tems [8]. For example, subcarrier index selection (SIS), a
frequency-domain technique, was proposed in [9]. In SIS, the
subcarrier scrambling sequence is selected based on the mag-
nitude of the channel between legitimate users, assuming that
the eavesdropper has no access to this information. Chaotic
discrete Hartley transform (DFT) was suggested in [10] to
encrypt modulated data in the downstream of an OFDM-based
passive optical network (PON) [11]. Subcarrier obfuscation
and training symbol resequencing (SOTSR) was presented
in [12], reserving some subcarriers for dummy symbols while
introducing certain levels of randomization such that an eaves-
dropper cannot synchronize the OFDM signal, estimate the
channel between legitimate users, and break into the link.
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Fig. 1: Functional blocks of an simplified OFDM transmitter (upper
blocks) and OFDM receiver (lower blocks). The green boxes show the
position of the new proposed subcarrier scrambling and descrambling
processing that is used to improve the physical-layer security.

In this paper, it is assumed that the permutation sequence
of data subcarriers is based on the QAM symbols placed
on indexing subcarriers. Indexing positions could be known
a priori, or defined according to channel gains between
authorized users. The mapping between indexing bits and
scrambling sequences minimizes the error propagation on
data subcarriers (i.e., Gray-mapped sequences). Closed form
Bit Error Probability (BEP) approximations for the proposed
scheme are also derived. Thanks to this backward compatible
PLS approach, the security of an OFDM system can be notably
improved with negligible impact on the BEP performance.

The rest of the paper is organized as follows: Section II
presents the system model and the key concept behind data-
based scrambling. Section III explains the subcarrier scram-
bling process, whereas Section IV derives the closed form ex-
pressions that estimate the impact of the proposed PLS method
in an OFDM system. Finally, Section V shows the obtained
performance results and Section VI draws the conclusions.

II. SYSTEM MODEL AND MAIN ASSUMPTIONS

The proposed data-based subcarrier scrambling scheme is
suitable to improve the security of OFDM-based communi-
cations standards, such as 4G and 5G [2]. Fig. 1 illustrates
the general block diagram of an OFDM system after adding
the proposed subcarrier scrambling and descrambling stages
(green boxes). In the OFDM transmitter, the scrambling block
is inserted before the IFFT processing, whereas in the OFDM
receiver, the descrambling process is placed after the equalizer.

Let N be the number of subcarriers that, when being a
power of 2, enables the use of the the Cooley-Tuckey fast
algorithm for OFDM encoding and decoding [13]. Let us
assume that all the N subcarriers are loaded with M -QAM
symbols, where M = 2b is the constellation size and b is the
number of bits per symbol. Let x = [x1 · · ·xN ]T be the vector
of transmitted symbols, where (·)T denotes the transpose
operation. The indexes of the first Ns symbols are scrambled
by matrix P ∈ RNs×Ns . The resulting symbols are referred to
as the scrambled symbols, whereas the subcarriers that carry
the scrambled symbols are known as scrambled subcarriers.
Scrambling matrix P is determined by the data transported on
the last Ni input symbols, known as indexing symbols. The
subcarriers that carry the indexing symbols are known as the
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Fig. 2: Block diagram of the scrambled OFDM transmitter.

indexing subcarriers. The (non-scrambled) indexing symbols
and the (scrambled) data symbols can be any two disjoint
subsets of input symbols, such as the one shown in Fig. 2.
The data bits carried by the indexing subcarriers are referred
to as the indexing bits, which are equal to bi = bNi.

Since the number of sequences that can be identified with bi
indexing bits is 2bi , and the number of subcarrier scrambling
sequences that can be obtained with Ns subcarriers is Ns!, the
number of subcarrier scrambling sequences, Nscr, must verify

Nscr ≤ min(2bi , Ns!). (1)

There are countless possible associations between indexing
bits and subcarrier scrambling sequences that verify (1). The
number of scrambled subcarriers is a function of bi, i.e.,
Ns = f(bi). Ideally, it is convenient that Ns + Ni = N is
verified, such that each subcarrier is either an indexing or a
data subcarrier. However, this cannot be the case for arbitrary
b and Ni, since f(bi) can take many forms. Let us define

Na = N − (Ni +Ns) = N −Ni − f(bi) (2)

as the number of non-indexing OFDM subcarriers that are not
scrambled, which can be different from 0 for given b and Ni.
Thus, the total number of unscrambled subcarriers becomes
Nu= Ni+Na, and the ratio between the number of unscrambled
subcarriers and the total number of subcarriers is given by

ρ =
Nu

N
=

Ni +Na

Ni +Na +Ns
. (3)

III. SUBCARRIER SCRAMBLING PROCESS

This section explains the concept of scrambling sequence
generation, including a simplified algorithm that minimizes
the error propagation due to indexing bit errors.

A. Generation of the scrambling matrix

Two sample algorithms are now presented to map the index-
ing bits into subcarrier scrambling sequences. Both algorithms
require bi = Ns − 1 indexing bits to generate the scrambling

Authorized licensed use limited to: Jordan University of Science & Technology. Downloaded on April 30,2023 at 04:27:00 UTC from IEEE Xplore.  Restrictions apply. 



Descrambling 

Matrix

x1

xNs

v1

vNs

Descrambling 

Matrix

Generator

xN-Ni+1

xN

xNs+1

xN-Ni

FFT

R1

RN

S/P
From 

Channel

^ 

^ 

^ 

^ 

P
T

r1

rN

S
y
n
ch

ro
n
iz

at
io

n

yN

y1

E
q
u
al

iz
at

io
n

^ 

^ 

^ 

^ 

Fig. 3: Block diagram of the scrambled OFDM receiver.

Table I: Unscrambled symbols for different configurations.

b Ni bi Nscr Na ρ (%)
6 9 54 ≈ 1.80× 1016 0 14.0625
6 6 36 ≈ 6.88× 1010 21 42.1875
6 3 18 262144 42 70.3125
4 12 48 ≈ 2.81× 1014 3 23.4375
4 9 36 ≈ 6.88× 1010 18 42.1875
4 6 24 ≈ 1.68× 107 33 60.9375
2 21 42 ≈ 4.40× 1012 0 32.8125
2 15 30 ≈ 1.07× 109 18 51.5625
2 9 18 262144 36 70.3125

matrix, which implies that f(bi) = bi + 1. Thus, the resulting
number of subcarrier scrambling sequences is equal to

Nscr = 2Ns−1. (4)

Furthermore, based on (2), we have that

Na = N −Ni − bNi − 1 = N − (b+ 1)Ni − 1. (5)

Table I shows the values that bi, Nscr, Na, and ρ can take
for N = 64, when b and Ni are changed to obtain different
configurations. From (2), we observe that the lower is the value
of Na, the larger are the values of Ni and Ns. From a PLS
perspective, it is important to keep the number of unscrambled
subcarriers low to augment Nscr as much as possible. Values
of Ni that minimize ρ are shown in the shaded rows of Table I.

The bi indexing bits are used by the scrambling matrix
generator to produce matrix P of size Ns×Ns. Algorithm 1 for
scrambling matrix generation is based on Gray mapping. The
algorithm starts with an identity matrix P. If the first indexing
bit is one, then rows 1 and 2 of P are exchanged. If not, P is
left unchanged. Then, if the second indexing bit is one, rows 2
and 3 of P are exchanged . Otherwise, no row exchanges are
made. The algorithm loops over the remaining indexing bits
and acts on the corresponding rows of P in a similar manner.
The above steps guarantee that if two distinct sequences of
indexing bits differ in only one bit position, then the resulting
scrambling matrices differ in only one pair of rows of P being
exchanged. This is done on purpose, to minimize the effect that
the reception of an erroneous indexing bit has on the overall

Algorithm 1: Gray permutation matrix generation
Input : Ns − 1× 1 vector of indexing bits βi

Output: Ns ×Ns permutation matrix P

1 P← INs×Ns (identify matrix)
2 for l← 1 to Ns − 1 do
3 k ← l + 1
4 if βi(l) = 1 then
5 Exchange l-th and k-th rows of P
6 else
7 Do nothing
8 end
9 end

Algorithm 2: Non-Gray permutation matrix generation
Input : Ns − 1× 1 vector of indexing bits βi

Output: Ns ×Ns permutation matrix P

1 P1 ← [·] (empty matrix)
2 Initialize P2 to uL,L

3 for l← 1 to Ns − 1 do
4 if βi(l) = 1 then
5 P2 ←

[
P2 ui,L

]
6 else
7 P1 ←

[
P1 ui,L

]
8 end
9 end

10 P←
[
P1 P2

]T

BEP. Indexing bits are used by Algorithm 1 as a vector βi

of size (Ns − 1)× 1.
To assess the benefits of Gray mapping, Algorithm 2, which

does not use Gray mapping, is considered. Vector ui,L of
size L × 1 has a one in position i and zeros elsewhere. The
algorithm starts with an empty matrix P1 and an L×1 matrix
P2 = uL,L. Then, if the first indexing bit is one, it appends
u1,L at the end of P1. Otherwise, it appends u1,L at the end
of P2. If the second indexing bit is one, the algorithm appends
u2,L at the end of P1. Otherwise, it appends u2,L at the end of
P2. The algorithm loops over the remaining indexing bits and
acts on P1 and P2 in a similar manner. Finally, the scrambling
matrix is generated as P =

[
P1 P2

]T
.

B. Signal model for the OFDM transmitter

Let x ∈ CN×1 be the input vector of M -QAM symbols,

x =
[
xT
s | xT

a | xT
i

]T
, (6)

where xs ∈ CNs×1 is the vector of M -QAM symbols to be
scrambled, xa ∈ CNa×1 is the vector of non-indexing symbols
that are not scrambled, and xi ∈ CNi×1 is the vector of
indexing symbols. After the data-subcarrier permutation, the
vector v ∈ CN×1 that feeds the IFFT becomes

v =
[
vT
s | vT

a | vT
i

]T
, (7)

where vs ∈ CNs×1 is the vector of scrambled symbols, i.e.,

vs = Pxs. (8)

Then, vector v is fed into the IFFT block, and its output is
transmitted over the channel towards the receiver (see Fig. 3).
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C. Signal model for the OFDM receiver

The received signal vector after the FFT can be written as

r = Hv + z, (9)

where H ∈ CN×N is a diagonal matrix that contains the
channel gain of each subcarrier, i.e., H = diag{H1, . . . ,HN},
v is the vector with the input data of the IFFT block in
the OFDM transmitter, and z denotes a vector of zero-mean
Additive White Gaussian Noise (AWGN) samples with single-
sided power spectral density N0. After that, the received
samples are synchronized and equalized. Let y be the vector
with the data samples after the synchronization step, and let
G ∈ CN×N be a diagonal OFDM equalization matrix; then,
the equalized received vector is computed as follows:

v̂ = Gy, G = diag{G1, . . . , GN}. (10)

When using MMSE criterion, the equalization coefficient for
the k-th subcarrier is given by Gk = γkH

∗
k/(γk|Hk|2 + 1),

where γk is the signal-to-noise ratio (SNR) that corresponds to
the subcarrier with index k. In case of zero-forcing criterion,
Gk = H−1k [14]. Thus, vector v̂ provides the estimation of
the impairment introduced by the channel, i.e.,

v̂ =
[
v̂T
s | x̂T

a | x̂T
i

]T
, (11)

where v̂s ∈ CNs×1, x̂a ∈ CNa×1, and x̂i ∈ CNi×1 denote
the estimated vector of scrambled, unscrambled, and indexing
versions of the transmitted symbols, respectively. Finally, the
descrambling of vector v̂s results in

x̂s = P−1 v̂s = PT v̂s. (12)

Note that in (12), the replacement of P−1 by PT is valid
because the scrambling matrix is a permutation matrix (see
Algorithm 1). It is also possible to observe that the presence of
channel impairments may introduce errors in the descrambling
procedure at the legitimate receiver, increasing the BEP when
compared to the no-scrambling case. To minimize the propa-
gation of errors in such situation, the algorithm that obtains
the permutation matrix is designed based on the Gray mapping
principle. We are now ready to derive the BEP formulas for
the proposed scrambling strategy.

IV. BIT ERROR PROBABILITY FOR AN OFDM SYMBOL

Let γ be the vector that stacks the SNRs for all subcarriers,
i.e., γ =

[
γ1 · · · γN

]T
. Then, the BEP when using M -QAM

symbols (with Gray mapping) can be expressed as

Pb(M,γ)t = ρPb(M,γ)ns + (1− ρ)Pb(M,γ)s, (13)

where Pb(M,γ)t, Pb(M,γ)ns, and Pb(M,γ)s represent the
BEP of the total number of subcarriers, the non-scrambled sub-
carriers, and the scrambled subcarriers, respectively. Specifi-
cally, Pb(M,γ)ns corresponds to the BEP of the M -QAM
subcarriers, which can be computed as

Pb(M,γ)ns =
1

Nu

N∑
k=Ns+1

Pb,k(M,γk), (14)

being Pb,k(M,γk) the BEP for an M -QAM transmission on
the k-th non-scrambled subcarrier with SNR γk. The exact
BEP theoretical formula in case of AWGN is given by [15]

Pb(M,γk) =
b∑

m=1

1

b
√
M

(1−2−k)
√
M−1∑

l=0

Pb(M,γk)m,l, (15)

where Pb(M,γk)m,l attains the form

Pb(M,γk)m,l = (−1)

⌊
l 2m−1
√

M

⌋(
2m−1 −

⌊ l 2m−1√
M

+
1

2

⌋)
× erfc

(
(2l + 1)

√
3 log2(M)γk

2(M − 1)

)
,

(16)
where bxc is the greatest integer less than or equal to x, and
erfc(x) = 1/

√
2π
∫∞
x

exp(−t2) dt is the complementary error
function. The BEP of the scrambled subcarriers is equal to

Pb(M,γ)s = Pr{q = 0}
Ns∑
k=1

Pb,k(M,γ)

Ns

+

bi∑
m=1

Pr{q = m}
Ns∑
k=1

Pb,k(M,γ|q = m)

Ns
,

(17)

where Pr{q = m} is the probability of having m bits in error
in the bi indexing bits (carried by the Ni indexing subcarriers),
and Pb,k(M,γ|q = m) is the BEP of the M -QAM symbol
that is carried by the subcarrier with index k, assuming that
an q-bit-error event occurred in the indexing bits. Note that in
the proposed data-based scrambling scheme, q = 0, 1, . . . , bi.

When the SNR grows large, the most likely error events
when using M -QAM symbols with Gray mapping are single-
bit-error events; in such situation, an q-bit-error event in the
indexing bits can be approximated as having simultaneously
q M -QAM symbols in error on the indexing subcarriers. At
moderate to large SNR values, it can be assumed that the
number of indexing subcarriers Ni is much larger than the
simultaneous number of errors in the bi indexing bits. Then, if
the mapping between indexing bits and scrambling sequence
is selected such that m bits in errors change the position (after
descrambling) of m+1 QAM symbols in the data subcarriers,
it is possible to approximate

Pb,k(M,γ|q = m) ∼=
(
Ns −m− 1

Ns

)
Pb,k(M,γ)

+
1

2

(
m+ 1

Ns

)
. (18)

The probability of m erroneous indexing bits is given by

Pr{q=m}=
(
bi
m

){
Pb,k(M,γ)

}m{
1−Pb,k(M,γ)

}bi−m
, (19)

where
(
n
k

)
is the binomial coefficient of n and k. Thus, the

increment on the BEP that is reached by using the proposed
subcarrier scrambling strategy can be written as

∆Pb(M,γ) = Pb(M,γ)t −
1

N

N∑
k=1

Pb,k(M,γk). (20)
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For the sake of simplicity, the channel is modelled as fre-
quency flat (i.e., all subcarriers have the same average SNR γ).
In this case, when γ grows large, it is highly probable that there
is only a single erroneous subcarrier after the descrambling.
Thus, it is possible to show that (13) reduces to

Pb(M,γ)t ≈

(
Nu +Ns Pr{q = 0}

)
Pb,k(M,γ)

N

+

(
(Ns − 2)Pb,k(M,γ) + 1

)
Pr{q = 1}

N
.

(21)

Note that when γ → ∞ in (21), then Pr{q = 0} → 1 and
Pr{q = 1} → 0; therefore, the total BEP, Pb(M,γ)t, tends to
the BEP of the M -QAM scheme, which is Pb,k(M,γ) (note
that N = Nu +Ns). As a result, at very high SNR values, the
gap between the total BEP and the M -QAM BEP tends to zero
(i.e., ∆Pb(M,γ)→ 0). In this situation, from the perspective
of the legitimate user, the BEP of its M -QAM symbols
(placed either on scrambled or non-scrambled subcarriers) is
practically the same.

V. SIMULATION RESULTS AND PERFORMANCE ANALYSIS

This section presents the BEP curves for the legitimate user
when using the proposed scrambling algorithms, and studies
the SNR gap that is observed with respect to the baseline (non-
scrambled) case at different target BEP values. In all cases,
the number of subcarriers is set to N = 64, the constellation
size of the M -QAM symbols is M = 4, 16, and 64, and the
SNR is varied from 0 to 27 dB in steps of 1 dB. For the sake
of simplicity, the use case could be a 4G (LTE) or 5G (NR)
waveform, with 15 kHz sub-carrier spacing, 1 MHz bandwidth,
and zero-padded subcarriers placed next to the passband edges.

A. Effect of the modulation order (M ) and the number of
indexing subcarriers (Ni) on the BEP performance

The larger the number of indexing subcarriers Ni, the higher
the number of subcarrier scramblings sequences Nscr that an
eavesdropper must check to break the subcarrier scrambling
algorithm with a brute-force search attack. Unfortunately, the
larger is the number of indexing subcarriers, the higher is the
SNR loss of the legitimate user to achieve the same BEP when
compared to the non-scrambled OFDM case.

To visualize this effect, Fig. 4 shows the overall BEP of the
Gray-mapped scrambling strategy (Algorithm 1) for different
number of indexing subcarriers. The cases under study are:
• Ni = 9, 15, and 21 for 4-QAM,
• Ni = 6, 9, and 12 for 16-QAM, and
• Ni = 3, 6, and 9 for 64-QAM.

Results from Fig. 4 show that, regardless of the number of
indexing subcarriers, the BEP for all configurations under
study is very similar. Note that this observation becomes
more evident when zooming-in the BEP curve for SNR
values between 18 and 21 dB. Thus, when a high level of
PLS is desirable (i.e., largest possible Ni), the utilization of
the proposed Gray-mapped scrambling algorithm provides an
overall BEP that does not vary notably with respect to the
minimum security level case (i.e., lowest indexing subcarriers).

Fig. 4: Overall BEP versus mean SNR per subcarrier for different
modulation orders and numbers of indexing subcarriers.

B. Comparison of the BEP for the different data-dependent
subcarrier scrambling algorithms

Fig. 5 compares the BEP when using the two proposed
subcarrier scrambling algorithms, namely Gray-mapped (Al-
gorithm 1) and non-Gray-mapped (Algorithm 2). Fig. 5 also
shows the closed form BEP curve obtained with (14) (no
subcarrier scrambling), the closed form approximation in (13)
for the overall BEP when using Gray-mapped scrambling in
the data subcarriers, and the simulated BEP when using the
data transmitted on the indexing bits to select the permutation
matrix. The number of indexing subcarriers was kept constant
to Ni = 9, regardless the order M of the QAM scheme.

Based on the obtained results, it is possible to conclude that
the indexing bits experience the same BEP of the theoretical
M -QAM formula, as their order of transmission is not changed
by the permutation matrix. Concerning the overall BEP when
using subcarrier scrambling with(out) Gray mapping, it is
observed that the Gray subcarrier scrambling provides a much
lower SNR for a target BEP when compared to non-Gray case.
Moreover, the simulated overall BEP for medium to high mean
SNR values is almost identical to the case when approxi-
mation (13) is used, validating the mathematical derivation
that was presented. However, when comparing the simulated
overall BEP for Gray mapping (i.e., Overall BEP Alg.1 legend
in Fig. 5) with respect to the cases when no subcarrier
scrambling is used (i.e., Overall BEP No Scrambling legend in
Fig. 5), a minor SNR penalty is observed. For a more detailed
observation of this effect, a zoom-in window that magnifies the
BEP for 64-QAM when the mean SNR varies from 18 to 21 dB
is also presented. Regarding the eavesdropper, it has to conduct
at least a double force-brute attack to read the message: i) to
the PLS strategy, and ii) to the network encryption process.
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Fig. 5: Overall BEP vs. mean SNR for the different subcarrier
scrambling algorithms and modulation orders. No scrambling (Theo.)
(dashed lines); No scrambling (Sim.) (circles); Alg. 1 (Theo. Approx.)
(dotted lines); Alg. 1 (Sim.) (crosses); Alg. 2 (Sim.) (solid lines).

C. SNR penalty originated by the subcarrier scrambling

Gray mapping subcarrier scrambling (Algorithm 1) provides
a lower SNR penalty at any target BEP, when compared to the
non-Gray mapped case (Algorithm 2). To quantify this effect,
Tables II and III show the SNR penalty of the Gray and non-
Gray subcarrier scrambling approaches, respectively, using the
closed form BEP formula in (14) as reference (baseline M -
QAM transmission). The values reported in these tables show
that the higher is the modulation order M or the lower is the
target BEP to be achieved, the larger is the SNR penalty that
is observed. The same trend is observed when comparing the
performance of Gray subcarrier scrambling (Algorithm 1) with
respect to the non-Gray based scrambling (Algorithm 2).

For 64-QAM, the use of Gray subcarrier scrambling requires
a mean SNR that is 2.2 dB and 0.8 dB lower than the non-Gray
based case to obtain a BEP of 10−2 and 10−5, respectively.
Similar values are obtained for other modulation orders. These
results confirm that Gray subcarrier scrambling results in a
negligible SNR penalty. Note that this is a minor cost to pay
in favor of having a larger PLS level. On the contrary, the
use of non-Gray subcarrier scrambling provides an excessive
penalization in terms of SNR.

Table II: SNR penalty of Gray subcarrier scrambling.

BEP = 10−2 BEP = 10−3 BEP = 10−4 BEP = 10−5

M = 64 0.9 dB 0.6 dB 0.4 dB 0.3 dB
M = 16 0.6 dB 0.4 dB 0.25 dB 0.2 dB
M = 4 0.25 dB 0.2 dB 0.15 dB 0.125 dB

VI. CONCLUSION

This paper proposed, designed, and analyzed the perfor-
mance of a data-based subcarrier scrambling algorithm for

Table III: SNR penalty of non-Gray subcarrier scrambling.

BEP = 10−2 BEP = 10−3 BEP = 10−4 BEP = 10−5

M = 64 3.1 dB 1.9 dB 1.4 dB 1.1 dB
M = 16 2.7 dB 1.7 dB 1.3 dB 0.95 dB
M = 4 2.15 dB 1.4 dB 1.0 dB 0.75 dB

secured OFDM systems. The key idea was to make more diffi-
cult for an eavesdropper to detect correctly the data transmitted
on the OFDM subcarriers. The proposed PLS approach does
not require secret keys to be exchanged between authorized
users, as scrambling sequence is determined based on actual
data. Closed form approximations were derived for estimating
the overall BEP at the legitimate receiver. Furthermore, by
conducting extensive simulations, it was shown that similar
BEP performance was observed for different numbers of
indexing subcarriers when using a Gray subcarrier scrambling
sequences. Therefore, the number of indexing subcarriers can
be made as large as desired, since the penalty loss in terms
of SNR is minimal. Finally, it was concluded that there is a
substantial BEP performance benefit for using the principle of
Gray mapping when creating the permutation matrix.
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